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Introduction

* The webinar on basic
* An overview of key tools and techniques.
* Use of Singularity/Apptainer containers:

- Parallelisation wit MPI,
- CUDA for GPU-accelerated workloads,
- managing smaller and lightweight environments.



Artificial Intelligence

* Al in focus.
* EuroHPC Al Factories.

- Future AI-Optimized HPC.
- Specialized hardware requirements.
- Industrial users (SMESs).
* Challenges..
Software integration in HPC,

codes, workloads, optimization,
skill gap, ...
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* Scientific software presents challenges,

Software in HPC

lacking of comments and examples,

insufficient documentation,

written by scientists forced to code,
lack of support,

non-standard installation,
non-optimized,

and beyond.

THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

“MY CODE’S COMPILING.”
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Software in HPC

* Package managers,

- EasyBuild, Spack, Conda, ..
* system packages,

* environment modules,

* custom builds,

/

* and beyond.
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COntainer T e W e

Virtual Machines (VIV) : i Containers
Virtual Machine 1 Virtual Machine 2 Virtual Machine 3
Container 1 Container 2 Container 3
: Application Application Application ) !
* A CO nta I n e r IS a ru n n I n g p rocess O n i Bins/Libraries Bins/Libraries Bins/Libraries i i e e o
the system co ntrolled by the host kernel. 1 e e e
i Guest Operating Guest Operating Guest Operating | i

System System System

B ISOIated, i E i Container Engine
- I ig htWE i g ht, i AT o ETET S E ; Operating System

- standalon e Infrastructure | nfrastructure
- portable, L
- repro ducible ’ o
- secure, T o
- and executable software package. Comawtior TN O
W W/

* Everything needed to run an software.



Container: Keywords

Instructions for making the image.
Compilation/converting the recipe into image.
Compiled container, ready to be used.

Place to store and share the images.

Running image.

Software that manages containers.



Containarization in HPC

* Containers in HPC offer flexible and
alternative software deployment.

* Avoid local installation on the system.
Multiple versions.

* Container shares the physical hardware.
and OS with other containers

| Nl aJ‘ ;1;. i
- Comparable to bare-metal. i

- Container !I= VM 2 ([ mmp TTEFS suumne

* Embraced technology, slow adaptation.

* Convenient option for industrial users.

Integrated into cloud-based, HPC, Al/ML workloads, and scientific computing frameworks.



Containarization in HPC

Ensures that software runs consistently across different environments.
Definition files means documentation and procedure could be repeated.
Avoids conflicts by encapsulating software dependencies.

Allows users to use their preferred software stacks, legacy code, ..
Unlike VMSs, containers introduce minimal overhead.

User privileges, namespaces, controlled environments, ..



Containers have come a long way! .

* Early concepts of isolation from 1970's.
* Convergence of HPC, Al & Cloud!

* Not suitable for all software! =N
* Containers are not just in HPC.

- Cloud computing,

- edge computing,

- serverless computing l,d
- AI/ML Workloads

- CI/CD, Devops, ..

* Charliecloud, Singularity/Apptainer, Enroot, Docker, Podman, Sarus, ...




Apptainer, formerly Singularity

|

S

apptainer.org

A container platform designed specifically for HPC, MPI and scientific workloads.

It allows users to run containers without root privileges.

ldeal for multi-user environments.

Simplifies the workflow (end-to-end).

Integrated in common workload manager Slurm. 5|UI'ITI

workload manager

https:/Isylabs.io/singularity-pro/
https:/lapptainer.org



Common Workflow

Preparation, build

- Use a container definition, specify software environment.  shub:/*

Reqgistry

- Push the container in a repository.

Deploy

- Run the container via job schedulers.

Execute, scale

- The container runs across multiple nodes,
leveraging HPC resources.

squashfs

docker://*

local bulld s

container
local

archive

sandbox
recipe
file

https:/ldocs.sylabs.iolguides/2.6/user-guide/_images/build_input_output

-png




CommonW

orkflow

-

Interactive Development

sudo singularity build --sandbox tmpdir/ Singularity

sudo singularity build --writable container.img Singularity ]

Build from Recipe

sudo singularity build container.img Singularity ]

Build from Singularity

[ sudo singularity build container.img shub://vsoch/hello-world ‘

Build from Docker

sudo singularity build container.img docker://ubuntu

/

https://singularityware.github.io/

.

Container Execution

singularity run container.img
singularity shell container.img
singularity exec container.img ...

> Reproducible Sharing

singularity pull shub://...
singularity pull docker://... *

PRODUCTION ENVIRONMENT

J

* Docker construction from layers not guaranteed to replicate between pulls
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Pull, Run, and Exec a Container

* Getimage, run, and execute within existing container from repository.

L
F)lJI| [teop@vglogin@@e8 ~]% singularity pull ubuntu.sif docker://ubuntu:latest
Converting OCI blobs to SIF format
Starting build...
Fetching OCI image...
28.4M1B / 28.4MiB | ] 180 % 592.2 KiB/s 0Os
Extracting OCI image...
Inserting Singularity configuration...
Creating SIF file...

* Run

[teop@vglogin@ee8 ~]% singularity run ubuntu.sif cat /etc/os-release
PRETTY_NAME="Ubuntu 24.084.1 LTS"

[NAME="Ubuntu"

VERSION_ID="24.04"

VERSION="24.84.1 LTS (Noble Numbat)"

VERSION_CODENAME=noble

ID=ubuntu

ID LIKE=debian

HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL="https://help.ubuntu.com/"

BUG_REPORT_URL="https://bugs. launchpad.net/ubuntu/"
PRIVACY_POLICY_URL="https://www.ubuntu.com/legal/terms-and-policies/privacy-policy"
UBUNTU_CODENAME=noble

LOGO=ubuntu-logo

* Exec
[teopi@vglogin@Ee8 ~]% singularity exec ubuntu.sif cat /etc/ elease greh PRETTY_NAME

="Ubuntu 24.84.1 LTS"
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Building a Singularity Container

* Singularity Definition File. * Execute “%runscript” through run command.

Bootstrap.
From: ubuntu:24.04

[ teop@vglogin@ee8 epicure-webinar]$ singularity run ubuntu.sif

Hello EPICURE!

%post
apt update && apt install -y python3 pip

* Building a container requires root (or fakeroot)
privileges, but running It does not.

plp 1install torch

%runscript
echo "Hello EPICURE!"

* Building the Singularity Container from Definition File.

[ teoplivglogin®ee8 epicure-webinar]$ singularity build --fakeroot ubuntu.sif ubuntu.def
Starting build...
Fetching OCI image...

28.4M1B / 28.4Mi1B |
Extracting OCI image...

Inserting Singularity configuration...
Running post scriptlet
+ apt update




(S
Running Commands in a Container

* Interactive shell inside the writable container.

[teop@vglogin@ee8 epicure-webinar]$ singularity shell --fakeroot --writable ubuntu
WARNING: nv files may not be bound with --writable

WARNING: --writable applies to temporary sandbox only, changes will not be written to the original image.
Converting SIF file to temporary sandbox...

* Interactive shell inside the container. * Execute commands inside a container.

i N ATAT A I - ~h3 e - 3 I r che -3 eop@ 0gin@ees8 epicure-webina 51 arity exec -- . 5] idia-sm3i

[teop@vglogin®@e8 epicure-webinar]$ singularity shell ubuntu.sif Co et S s R e e B e

. -, = . . £ L1 ..U il v e

Singularity> whoami

1:5{}P NVIDIA-SMI 565.57.01 Driver Version: 565.57.01 CUDA Version: 12.7

————————————————————————————————————————— e e

Name Persistence-M | Bus-Id Disp.A | Volatile Uncorr. ECC

Fan Temp e Pwr:Usage/Cap | Memory-Usage GPU-Util Compute M.

* Inspect the container (metadata, def,..). oo WYIDTA Aloo-PeIE-seGs

Disabled

[teop@vglogin®@®®8 epicure-webinar]$ singularity inspect --deffile ubuntu.sif
Bootstrap: docker
From: ubuntu:24.84
Processes:

wpost GPU GI

apt update && apt install -y python3 pip
#pip install torch

%runscript
echo "Hello EPICURE!"




Convert it

* Docker container can be “converted” to Singularity container

[teop@vglogin@@B8 ~]% singularity pull ubuntu.sif docker://ubuntu:latest
Converting OCI blobs to SIF format
Starting build...
Fetching OCI image...

28.4M1B / 28.4MiB | 100 % 592.2 KiB/s ©s
Extracting OCI image...
Inserting Singularity configuration...
Creating SIF file...

* Convert Singularity image (.sif) to writable image (sandbox), and vice versa.

[teop@vglogin@®d6 ~]% singularity build --fakeroot ubuntu/ ubuntu.sif
Starting build...
Verifying bootstrap image ubuntu.sif

WARNING: integrity: signature not found for object group 1

WARNING: Bootstrap image could not be verified, but build will continue.
Extracting local image...
Inserting Singularity configuration...
Creating SIF file...
Build complete: ubuntu/

Singularity Python API,

working with Singularity containers,

\S,;

spython

easy Installation,

managing converts from “Dockerfile”,

a.n d b eyo n d . https://singularityhub.github.io/singularity-cli/



Managing Files and Data

* In HPC environments where file 1/O speed is critical.
- Many small files may stress parallel system,

- single container file can improve performance,

- optimize your code to minimize file system accesses,
* Use bind mounts to access large directories on the host system.
- Multiple binds per container,
- automatic bind of home directory, and local files,
- mount an additional layer (OverlayFS) over the existing Singularity container.
* Large-scale storage in HPC environments,
- Leverage scratch directories,

- local storage (/tmp) for high-performance 1/O.



Package managers in Containers

* Setting up Python environments inside a Singularity container.

* Avoid re-downloading package. Cache persist between runs.

* Each has its advantages and trade-offs depending on your HPC workload!



Pip Installs Packages (pip) P

* Pip is a lightweight way to install Python packages in container.

* Suiltable for smaller environments.
- Install packages from requirements file.

* Example of installing pip within Singularity Definition file:
%post
python3 -m install --upgrade

install numpy pandas scilpy

https://pypi.org/project/pip/



Conda CONDA

* Conda & miniconda are powerful package manager that can handle Python and system dependencies.

* Suitable for complex environments.
- Create, activate, deactivate, list environments.

- Create environment from yaml files.

* Example of installing Conda within Singularity Definition file:
%post
apt update && apt install -y wget bzip2
wget https://repo.anaconda.com/miniconda/Miniconda3-latest-Linux-x86_64.sh -0 /miniconda.sh

bash /miniconda.sh -b -p /opt/miniconda && rm /miniconda.sh
/opt/miniconda/bin/conda init bash

/opt/miniconda/bin/conda create -y -n myenv python=3.9 numpy pandas scipy

%environment I
export PATH="/opt/miniconda/bin:$PATH"

source activate myenv

https://docs.conda.io/en/latest/



Mamba

* Mamba is a reimplementation and drop-in replacement for Conda that is much faster.

* Suitable for complex environments. M a m b a

- Avoid updating existing packages --freeze-installed

* Example of installing Mamba within Singularity Definition file:
%post I
apt update && apt install -y wget bzip2
wget https://github.com/mamba-org/micromamba-releases/releases/latest/download/micromamba-linux-64 -0 /usr/local/bin/micromamba
chmod +x /usr/local/bin/micromamba
export MAMBA_ROOT_PREFIX=/opt/micromamba
micromamba shell init --shell=bash

micromamba create -y -n eplcureenv python=3.X numpy pandas scipy
%environment

export MAMBA_ROOT_PREFIX=/opt/micromamba

export PATH="/opt/micromamba/bin:$PATH"

micromamba activate eplcureenv

https://github.com/mamba-org/mamba



Interconnectivity

* Running Singularity containers with InfiniBand, Slingshot,..

* Network is not isolated, its shared!

resources, files, memory, ...
If InfiniBand is detected, it will show active ports.
Use OSU MPI micro-benchmarks to verify it.

Build Slurm with PMIX & UCX for better performance!
* srun --mpi=list

Leafs  Spine
(L1) (L2)

* Requires special configurations to ensure
Low Latency & High Bandwidth

GPUDirect RDMA Support

Allows direct GPU-to-GPU communication

* Use --nv for GPU support (if applicable).

Scalability (Enables multi-node, multi-GPU training.



Message Passing Interface (MPI)

Message Passing

* MPI is used for parallelisation in HPC environments. Object & Object B
- Slurm integration (UCX & PMIX). o ] — ﬁ
- MPI requires direct host communication. — k\i’j&: £ encc
- CUDA-Aware MPI (MPI builded with CUDA).
- Alternatives i.e. MPICH, Intel MPI,.. = | o
* Running MPI applications inside containers can be tricky.

- Networking, process management, and GPU compatibility.

- MPI versions inside the container should match the host version!



Workloads

GROMACS .

FAST. FLEXIBLE. FREE.

* Gromacs (GPU + MPI)

singularity run --nv -B /ceph/hpc/software/bench/water-cutl.@_GMX50_bare/0012:/host

Y,

--pwd /host /ceph/hpc/software/containers/singularity/images/gromacs-gpu.sif \
LAMMPS (CPU + MPI)

mpirun -np 4 gmx mdrun -nb gpu -pin on -v -noconfout -s

s topol.tpr

-np 128 --oversubscribe --use-hwthread-cpus --map-by hwthread --bind-to cor

e

b
\

-

singularity exec /ceph/hpc/software/containers/singularity/images/lammps.sif
lmp_mpi -var x 18 -var y 40 -var

Zz 40 -in in.1j

QE (GPU + MPI)

export OMP_NUM_THREADS=3%SLURM_CPUS_PER_TASK
f ff)uuRNTUMESPRESSD

srun --mpi=pmi2 singularity exec --nv /ceph/hpc/software/containers/singularity/images/ge-gpu.sif pw.x -inp ausurf.in

mpiBench (Hybrid MPI + OMP)

singularity exec mpiBench.sif mpirun -x OMP_NUM_THREADS=8 -x OMP_PLACES=cores -n 16 --map-by node:PE=8 --bind-to core mpiBench

Run it via srun and specify MPI interface, mpirun outside container, or within container!
Debug it via logs, verbose mode, report-bindings, gdb, valgrind,..

Profiling tools LIKWID, Score-P, TotalView, Intel VTune, Nsight Systems (nways),..



Workloads

* TensorFlow Benchmarks

git clone https://github.com/tensorflow/benchmarks.git && cd benchmarks/scripts/tf_cnn_benchmarks/

SINGULARITYENV_CUDA_VISIBLE_DEVICES=0,1 singularity run --nv -B /root/bench/benchmarks/scripts/tf_cnn_benchmarks/:/host \

--pwd /host fLuphfhpcfanfthrwfcnntdlnwrafqlnquldrltuflmdqwaftwnanrflnw sif python3 all_reduce_benchmark.py --num_gpus=2
--batch_size=128 --variable_update=replicated --nouse_fpl6 --weight_decay=1e-4 ——grddlwnt_rwpnnklng 1

* PyTorch, transformers, and dependencies with CUDA support.

Bootstrap: docker
From: nvcr.lo/nvidia/pytorch:25.03-py3
%post

apt update -y

pip install --upgrade pip

pip install transformers datasets torch torchvision jupyter
%environment

export PATH="/opt/conda/bin:$PATH"
%runscript

python3 -c "import torch; print(torch.cuda.is_available())"




Workloads

* Building the Container (Requires Root Privileges)

[teop@vglogineees test]$ singularity build --fakeroot pytorch.sif pytorch.def
Starting build...

Fetching OCI image. ..

* Check CUDA

[ teop@vglogineee8 epicure-webinar]$ singularity exec --nv pytorch.sif python3 -c "import torch; print(torch.cuda.is_available())"

True

* Interactive work with Jupyter Notebook with GPUs

[ teop@vglogineee8 epicure-webinar]$ singularity exec --nv pytorch.sif jupyter notebook --ip=0.0.0.0@ --port=8888 --no-browser

notebook | extension was successfully loaded.
Serving notebooks from local directory: /ceph/hpc/home/teop/epicure-webinar

Jupyter Server 2.15.0 1s running at:
http://hostname:8888/tree?token=36ec46368b7ed8df56a7e66ded7dadddb7dfo08459669f85

http://127.0.0.1:8888/tree?token=36ec46368b7ed8df56a7e66dod7dadddb7dfo08459669f85
Use Control-C to stop this server and shut down all kernels (twice to skip confirmation).

* Run it through job scheduler!




I I
Optimal setup varies per HPC system!

CO‘)q
Qv —
7} g
e‘ﬁkiftifzwb‘o
X s ~
G* DO/-t ¥ g DJ pj

L
~ 48’?\ A)OI/
0 ICSQ '[05

[teop@vglogineeel ~]$ srun --mpi=list
MPI plugin types are. ..

none

Cray_shasta

pmix

pmi2
specific pmix plugin versions available: pmix_v3, pmix v5 A

oy BIND=false
e d R ; Ui tk. ) expori 8mg—gsgiﬁlc:false )
" —cg sm,rc,u T T —FE | expor — =$(nproc
export QCHETEEEJE;{:'[”? i idig. . . ) ' xport OMP_NUM_THREADS=$(np
export OMPI_ — L | ol .o
- OSC= UCX . \\! :
EEDGFt OMPI_MCA_osc N .



Workloads and Optimizations

* Use optimized pre-build Images, then build on top of them.

* Use “--bind” efficiently to mount directories without redundancy.
- Use host-pinned MPI & IB libraries for performance.
- Bind mount necessary directories for InfiniBand support.

* Leverage Slurm, PMIx, and UCX for better MPI scaling.

* Running GPU-accelerated workloads using container (Multi GPUs & nodes)

CUDA, OpenCL, ROCm (--rocm), and NVIDIA (--nv)
--with ‘MPI, MPICH, CUDA, NCCL, CUDA-aware MPI’

* Use SquashFS & SIF images for reduced I/O overhead.
* Enable CPU/memory affinity for HPC workloads.
* Set “--containall” or “--writable-tmpfs” to isolate workloads.

- prevent conflicts!

* Pre-cache libraries to reduce runtime loading delays.

- LD_LIBRARY_PATH



Security: Best Practices

Security must be embedded at all levels of the software, Cla I r

A Container Image Security Analyzer by CoreQ5

proper vulnerability and patch management,

scan images and dependencies for vulnerabilities,

- CVE vulnerabilities, misconfigurations, secrets in container images.
use Apparmor, SelLinux, Seccomp,

keep images updated, minimize the number of installed packages,

use images from trusted sources, sign images,

- NVIDIA NGC, Apptainer Library, DockerHub,.. N _y
N docker HUB

verify the integrity of the container image, verify signatures,
Immutable Singularity Image Format (sif) prevents unauthorized modifications.
Implement access controls,

- integration with CI/CD pipelines and tools for automated vulnerability scanning.

monitor activity on the host, auditing,

use unprivileged user namespaces.




teop@hpcteopnb:~/Downloads/epicure-webinar$ trivy fs ubuntu-latest
2025-03-28T23:28:56.686+01600 Detected 0S: ubuntu

2025-03-28T23:28:56.686+0100 This 0S version is not on the EOL list: ubuntu 24.084
2025-03-28T23:28:56.686+0100 Detecting Ubuntu vulnerabilities...
2025-03-28T23:28:56.686+0100 Mumber of language-specific files: @

@

2025-03-28T23:28:56.686+0100 This 0S version is no longer supported by the distribution: ubuntu 24.04

2025-03-28T23:28:56.686+0100 WARN The vulnerability detection may be insufficient because security updates are not provided
localhost. localdomain (ubuntu 24.04)

Total: ® (UNKNOWN: ©, LOW: ©, MEDIUM: ©, HIGH: ©, CRITICAL: 0)

teop@hpcteopnb:~/Downloads/epicure-webinar$ trivy fs ubuntu-20.084
2025-083-28T23:26:24.587+01080 Detected 0S: ubuntu

' ' 2025-03-28T23:26:24.587+0100 Detecting Ubuntu vulnerabilities. ..
A Ilghtwelght 2025-03-28T23:26:24.590+0100 Number of language-specific files: @
(3()f1t€1|f1€3r SS()Elf]f]EBf f()f' localhost. localdomain (ubuntu 20.04)
Docker Singularity Total: 19 (UNKNOWN: ©, LOW: 17, MEDIUM: 2, HIGH: ©®, CRITICAL: @)

containers for

| CVE-2016-2781 coreutils: Non-privileged
| session can escape to the
|
I

vulnerabillities
and security risks.

parent session 1n chroot
-->avd.aquasec.com/nvd/cve-2016-2781

| CVE-2822-3219 gnupg: denial of service

| issue (resource consumption)

| using compressed packets

| -->avd.aquasec.com/nvd/cve-2022-3219

| CVE-2016-20013 sha256crypt and shaS12crypt

| through ©.6 allow attackers

| to cause a denial of...

| -->avd.aquasec.com/nvd/cve-2016-20013

ncurses: heap-based buffer overflow
in _nc_captoinfo() in captoinfo.c
-->avd.aquasec.com/nvd/cve-2021-39537

| CVE-20822-29458 ncurses: segfaulting O0O0B read




Namespaces and Cgroups

Namespace Is a Linux kernel feature.

Allow per each namespace mapping of UIDs and GIDs.
Enable setting up a container without privileged operations.
User Iin container can perform task without being root.
Provide a layer and resource isolation.

Namespaces: PID, Network, IPC, Mount, UTS, User, ..
Cgroup limit and allocate resources.

Containers

Containers

Containers

Libs/Bins

Libs/Bins

Libs/Bins

SELINUX

SECCOMP RULES

CPU

|

RAM sTORAGE

NETWORK

CGROUPS

NAMESPACES

INFRASTRUCTURE

IPHYSICALVIRTUALCLOUD]

https://opensource.com/article/21/8/container-linux-technology




Containers at VEGA

User namespaces @( Network namespaces
Cgroups (v1) enabled in Slurm (ensure the resource limitations)

SingularityPRO is installed on the compute and login nodes

Login nodes are suitable for container preparation as they are equipped with GPUs (4x A100).
Rootless containers
fakeroot feature
assigned by request, not by default.
Definition files of our containers are available to users.
Embedded containers within ARC-CE RTEs.
Template for OFED container image is available for users to build on top of it.
Work in progress..
Automatic container (image) deployment, security checks CI/CD,..

Images will be available in national (SLING) image registry based on CernVM-FS



Containers have come a long way!

* Highly accepted in HPC environments, and beyond!
* Keep minimal, lightweight, and maintainable image.

* Keep security checks in place!
- Keep sensitive data out of container.
* Handling many small files, use environments to reduce system stress!

* Bind-mount
- Bind data into container, rather that copied it.

* Latest publications reject the common misconceptions!
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